
 

 

 

HAMP UPDATE          September 1, 2010  

  
Action Requested: Review HAMP Technology Application Access 
 
Your company has identified you as a point of contact responsible for approving and/or managing users' access to 
Home Affordable Modification Program (HAMP) technology. This includes access to the secure portions of 
HMPadmin.com, the NPV Transaction Portal, and the HAMP Reporting Tool (managed by Lender Processing Systems, 
Inc). Fannie Mae, on behalf of the U.S. Department of the Treasury, recommends that you review the access of 
HAMP technology users on a regular basis to ensure that it is commensurate with their job responsibilities. 

Why is it important to review your user's access? 
Regulatory compliance requirements and enterprise policies and procedures increasingly demand that organizations 
maintain effective controls over who has access to sensitive corporate and customer information. Complying with these 
requirements can be challenging, as users have unique and changing business responsibilities, and accumulate access 
over time that they no longer need but do not remove. 

Reviewing user access on a regular basis can enable an organization to be compliant by validating existing access and 
flagging questionable access for possible change or removal. 

What information should be reviewed? 
HAMP technology user's information should be reviewed at a minimum for the following: 

 First and Last Name: the name of the user registered in the application's system of record  
 User ID: the ID with which the user logs in to the assigned application(s)  
 Phone Number: the phone number at which the user may be reached  
 E-mail address: the e-mail address to which system communication, such as security notifications, is sent  
 Application: the application(s) to which the user has access  
 Role: the specific authorization role(s) assigned to the user for the associated application 

What are the best practice guidelines for access reviews? 
As access is reviewed, the following should be considered: 

 Is the user still employed by your company?  
 Has the user's job responsibility changed?  
 Should the user still have access to the application?  
 Should the user still be assigned to their current role(s) for the application? 

If you determine that a user's access should be changed or disabled, please contact the HAMP Solution Center 
immediately to obtain the required change form(s).      

 
 
 
 
 
 
This message was sent via e-mail on the date indicated at the top to servicer representatives registered for the Home Affordable Modification Program.  


